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Abstract

This study examines the legal vacuum surrounding the regulation of
responsibility for transboundary cyberattacks under public international
law, with a particular focus on both state and private actors. In light of the
profound transformations in the nature of international conflicts,
cyberspace has emerged as a new arena of confrontation, where
sophisticated attacks increasingly target critical infrastructure, posing
serious threats to international peace and security. The complexity of this
issue is further amplified by the growing role of private companies as
influential actors in the digital domain, whether through their
technological capabilities, failures in data protection, or indirect
involvement in cyber operations. The research aims to analyze the
shortcomings of existing international legal rules in addressing
responsibility for cyberattacks and to identify the dimensions of the
prevailing legal gap that undermines effective international
accountability. Adopting an analytical legal approach, the study evaluates
relevant international legal texts and proposes a balanced legal vision that
may contribute to the development of a binding international framework

governing responsibility in cyberspace.
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Summary

Title: International Public Law, State and Private Companies’
Responsibility, and Cybersecurity Challenges
Introduction:

The rapid advancement of digital technology and the increasing reliance
on cyberspace have made cybersecurity a critical issue for national
sovereignty and international security. Cyberattacks can destabilize
governments, disrupt critical infrastructure, and violate individual rights,
creating complex challenges for international public law. This research
explores the legal frameworks governing state and private actors’
responsibilities regarding cybersecurity threats, focusing on international
law principles and the specific challenges faced by Iraq.

Main Body:
1. International Legal Framework:
Currently, there is no binding international treaty that comprehensively
regulates state responsibility in cyberspace. Although principles of
sovereignty, non-intervention, and the prohibition of the use of force
apply, their application to cyber operations remains ambiguous. States
struggle to attribute cyberattacks definitively to other states or non-state
actors, complicating accountability. The research highlights the urgent
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need for an international treaty that clearly defines cyberattacks, sets rules
for state responsibility, and includes mechanisms for dispute resolution
and sanctions.
2. Private Sector Responsibilities:
With private companies increasingly operating critical infrastructure and
digital platforms, their role in cybersecurity governance has grown.
However, international law lacks clear regulations imposing obligations
or liabilities on private entities in cyberspace. This gap creates
vulnerabilities exploited by malicious actors. The research emphasizes the
necessity of legal frameworks that bind private companies to
cybersecurity standards, incident reporting, and cooperation with state
authorities.

3. Case Study: Iraq’s Cybersecurity Landscape:
Iraq faces multiple cybersecurity challenges, including weak digital
infrastructure, fragmented institutional roles, and the absence of
comprehensive cybersecurity legislation. Current laws are outdated or
non-existent, and there is no dedicated cybersecurity authority. These gaps
expose Iraq to persistent cyber threats, undermining national security and
economic stability. The research underscores the need for Iraq to enact a
robust cybersecurity law, establish an independent cybersecurity agency,
and foster regional and international cooperation.
Conclusions:

Cybersecurity threats transcend national borders, demanding a
coordinated legal response that integrates international and domestic law.

The research concludes that:
* International law must evolve to provide clear, binding rules on state and
private actor responsibilities in cyberspace.
» Iraqg must urgently reform its cybersecurity legal and institutional
frameworks to address emerging threats effectively.
e Multilateral cooperation and capacity building are essential for
sustainable cybersecurity governance.
Recommendations:

» Adoption of an international cybersecurity treaty that defines cyber
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operations, clarifies state responsibility, and establishes enforcement
mechanisms.

* Development and enforcement of national cybersecurity legislation in
Iraq, including clear roles for government agencies and private
companies.

* Creation of an independent national cybersecurity authority with

investigative and regulatory powers.
« Mandatory cybersecurity standards and incident reporting obligations
for private sector entities.

« Strengthening regional and international cooperation through
information  sharing and joint cyber defense  exercises.
* Investment in cybersecurity education, research, and public awareness
programs.
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